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Session Structure

• Guest Introductions
• Trends
• Ransomware & Zero Trust
• Real World Examples, Situations
• Best Practices
• Wrap Up
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Introductions

Host / Mark Dallmeier:
Industry Veteran, Researcher, 

CSO/CMO for Various Cyber 
Risk, MSSPs, MSPs.

Expert / Noam Shendar:
Industry Veteran, Executive    

VP WW Solution Architecture, 
Zadara

Expert / Don Maclean:
Industry Veteran, Researcher, 

Chief Cybersecurity 
Technologist, DLT
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600% Growth in Cyber Attacks. 
Ransomware is Pervasive.

200% - 3000% Increase in Attacks 
and Incidents Over the Last 36 

Months.

Over Billion Records Breached in 
2021 Since January. RaaS 

Extortion is Escalating.

Glut of Technologies and Vendors. 
Too Many Options. Customers 
Seeking Simplified Solutions.

Organizations Have Technical Debt: 
Old, Fragile, IT Systems Holding 

Back Their Business.

Regulatory Oversight is Increasing. 
67% of Companies Expect 
Regulatory Costs to Grow.



What Is Ransomware – Mark & Don
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It is:  
• a form of malware; software that is developed for 

nefarious or malicious purposes
• a family of malicious software with different variants, 

developed for different malicious purposes that has 
successfully impacted all industries across the globe

• a constantly changing, evolving code base that has been 
used to create (for hire) ransomware as a service 
offerings by hackers, cyber-criminals, nation states

It is not:   
• slowing down, going away any time soon
• a single attack; it is often embedded and bundled 

together with other malicious code, virus, malware
• undefeated; it can be defended against



What Is Zero Trust – Don & Noam
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It is:  
• a philosophy or set of principles based on a realistic 

assumptions
• comprehensive, holistic approach to security
• a means to an end
• inclusive of many standard security practices & principles

It is not:   
• a single product or technology
• limited to insider threat detection
• an end to itself

Problems that Zero Trust Solves
• Disappearing perimeter – no more “moat and castle”
• Growing attack surface
• Inevitable intrusions
• Long dwell times/Lateral movement

Bad actors stick around
They’ll find everything eventually

Presenter
Presentation Notes
Problems that Zero Trust Solves
Disappearing perimeter – no more “moat and castle”
Growing attack surface
Inevitable intrusions
Long dwell times/Lateral movement
Bad actors stick around
They’ll find everything eventually



Real World Examples, Situations
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Give Hypercloud
Customers a 
choice w APIs

Move Closer to 
OpEx

Invoke the EDGE 
concepts

Work with a team 
you respect

Keep IT fresh and 
new



How Others Are Advancing Cyber Hygiene & Cyber 
Posture to Reduce Risk

Program Based on Principles
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 We ensure internal Security/IT 
departments and teams understand 
our short-mid-long-term business 
goals, objectives, priorities.

 We know where and how our 
Security/IT investments are adding 
value to the organization.

 We know how Security/IT teams are 
performing against their KPIs, 
metrics, expectations, outcomes.

 We know the current state of our 
Security/IT program and team 
maturity and effectiveness and how 
we use these capabilities to create 
business value and reduce or 
eliminate risk?

 We create dashboards, reports, or 
summaries, and communicate the 
value of Security/IT in terms that the 
business understand.



3-2-1-1-0: Data Protection
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Veeam’s ‘3-2-1-1-0’ data protection best practice ensures data is completely protected 
from threats of all types — even ransomware. (object lock data immutability)

3
different copies
of data

2 1
different media of which is offsite of which is immutable 

or air-gapped

1
Errors after backup 
recoverability 
verification 

0
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Backup

PRIMARY STORAGE
Backup Copies

Cloud Connect

SOBR - Scale-out Backup 
Repository 

3 2

3 2 1 1 0

ZADARA STORAGE 
ARRAY (BLOCK-OFF SITE)

Capacity Tier 

ZADARA OBJECT 
STORAGE

Offsite SOBR Cloud-tier for  
long term retention

ZADARA STORAGE 
ARRAY (BLOCK-ON SITE)

Performance Tier 

Data Labs 
(VCSPs)

Back Up With Veeam: Ransomware Prevention
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Cisco Zero Trust Technology Portfolio
Enabling Basic to Advanced Cyber Hygiene (Supports industry regulations)
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QA, Wrap Up & Next Steps

• QA
• Key Takeaways from the Experts
• Offer: Complimentary Security Assessment

• Network vulnerability scanning
• Technology review and evaluation
• Controls review
• Summary and recommendations report

info@xceptional.com
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xceptional.com |  858-225-6230

Access more panels, webinars & research:
https://resources.xceptional.com/webinars

Contact Us Today!
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